FREE ONLINE TRAINING FOR LAW ENFORCEMENT
ADDRESSING CRIMES COMMITTED USING HANDHELD DEVICES

Cell phones, smart phones, computer tablets, portable video game units, and personal
navigation devices are everywhere -- every criminal, victim, and witness to a crime
today is carrying at least one handheld mobile device.

The information stored on these devices may provide law enforcement with valuable
evidence required to solve a homicide, identify persons of interest or potential victims,
or convict a suspect.

Are your personnel encountering handheld devices during their
tours of duty?

Do your personnel have access to current information about the
seizure and management of digital evidence connected to handheld
devices?

Are you prepared for the liability that your department faces if they
don’t?

Do you need resources to keep your team up to date on changes in
criminal trends and investigatory techniques in a world of rapidly
changing technology?

To assist law enforcement practitioners across the United States address the many
challenges handheld technologies present to crime and investigations, Drakontas, a
company that provides command and control solutions for SWAT teams and campus
security, in partnership with Drexel University and BKForensics, has developed a free,
self-paced, online training course designed for use in-service, workplace training or to
support training conducted in classrooms by certified personnel.
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Handheld devices -~ cell phones, smart phones, tablets and other

specialized devices used for gaming, entertainment and personal Are you and your agency prepared? -
navigation — are evolving at a rapid pace. New features and Reglster
capabilties are emerging almost daily from the ecosystem of =

hardware, software and digital content companies, with the global ~ POLICE LINES DO NOTCROSS __ Now
market for mobile services projected to exceed $1 trillion by 2014.

Much of this market growth is due to new services beyond simple

telephone communication. Handheld devices allow for email and

text messaging, photography, audio and video recording, web

browsing, navigation and location-based services, gaming, and

other software applications.

‘Whether or not law enforcement professionals will encounter a cell phone, tablet computer, portable video

game unit, or personal navigation device at a crime scene is no longer a question, it's a certainty! Every

criminal, victim, and witness to a crime today is carrying at least one handheld mobile device and each of

these devices may contain evidence that is valuable to a criminal investigation or prosecution. As a result, law

enforcement professionals need to update their skillsets to build awareness of handheld technologies and the

methods by which people use them to commit crime. As well, law enforcement professionals need to

understand the policies and procedures for identifying and investigating crimes involving handheld devices.

Drexel University, Drakontas, and BKForensics have developed a free online training program to help law

enforcement professionals throughout the United States address the challenges handheld computing

technologies present to crime, investigations, and prosecutions. The training program is self-paced and can

be accessed in the workplace or at home through an Internet-connected computer. It can also support

training conducted in classrooms by your agency or academy'’s certified training instructors. The program is

run through Drexel's BlackBoard Learning Management System. You can find sample training content under

the modules menu of this website.
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This training course, broken down into short briefing modules and interactive videos,
provides law enforcement with the tools they will need to identify, seize, and transport
handheld devices and retrieve and examine the digital evidence that is stored on them.
It covers everything from the Essentials -- teaching an officer how to identify, seize,
secure, and transport evidence relating to mobile devices -- to more advanced criminal
justice topics and case studies designed to train investigators and future forensics
examiners.

. - To register for this training course or for more information
Reg TS (=) @ visit http://www.drexel.edu/handheldcrime/ and click on the

“Register Now” button.
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Disclaimer: This project was supported by Grant No. 2011-BE-BX-K001, awarded by the Bureau of Justice Assistance.
The Bureau of Justice Assistance is a component of the Office of Justice Programs, which also includes the Bureau of
Justice Statistics, the National Institute of Justice, the Office of Juvenile Justice and Delinquency Prevention, the Office for
Victims of Crime, and the Office of Sex Offender Sentencing, Monitoring, Apprehending, Registering, and Tracking. Points
of view or opinions contained on this website are those of the creators and do not necessarily represent the official
position or policies of the U.S. Department of Justice.
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